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What is 
Source Code Review?



Act of finding security bugs by looking at 
the source code

What is source code review?



Why 
Source Code Review?



Detailed understanding of
technology stack



Detailed understanding of technology stack

What would you test?



XSS?

Detailed understanding of technology stack



Hidden parameters?

Detailed understanding of technology stack



Brute-force the GET endpoints?

Detailed understanding of technology stack



BUT is that all you can do?

Detailed understanding of technology stack



GET endpoint is 
not all there is to find



Detailed understanding of technology stack



Detailed understanding of technology stack



• Insecure deserialization

• Type juggling

• Cryptographic issues

• Overflow and underflow

Knowledge of lesser-known vuln 
classes



To stand out from the 
rest of the crowd



Monetizing Code Review for 
Bug Bounty Hunters



Hack on BBP with open source scope



Find 0-days to hack an application



Find 0-days to hack an application



Farm 0-days on all programs



Farm CVEs and n-days



• Find 0-days on enterprise softwares
• Ranges from low-level (Binary) to high-level (Web)
• Report 0-days to brokers like ZDI, SSD
• Participate in events like Pwn2Own

Bonus Pathway - Vulnerability 
Researcher



Prerequisites



Learn a programming language



• Use the framework of language you learned
• Use MVC design architecture
• Learn local/remote in your application

Create a web-app/API



Getting Started



DVWA in white-box mode



DVWA in white-box mode



Disclaimer: Please do not request a CVE for DVWA

DVWA in white-box mode



White-box CTFs



SonarSource Rules



Paid Resources



Dive into the Real World



Hack WordPress Plugins



URL: patchstack.com

Hack WordPress Plugins



Secure Open-source



URL: huntr.dev

Secure Open-source



Use Automated Tools



Pre-auth RCE walkthrough by Assetnote

Run exploits locally



Reverse the CVEs



Tale of the CVE



[CVE-2023-26045] NodeBB Code Execution 
Vulnerability 

• Method: Patch-diffing



[CVE-2023-26045] NodeBB Code Execution Vulnerability 
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[CVE-2023-26045] NodeBB Code Execution Vulnerability 



[CVE-2023-26045] NodeBB Code Execution Vulnerability 

What is Object Destructuring Assignment?

A special syntax that allows us to “unpack” arrays or objects into a bunch of variables.
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[CVE-2023-26045] NodeBB Code Execution Vulnerability 

What is Object Destructuring Assignment?

A special syntax that allows us to “unpack” arrays or objects into a bunch of variables.
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[CVE-2023-26045] NodeBB Code Execution Vulnerability 



[CVE-2023-26045] NodeBB Code Execution Vulnerability 

A normal websocket request to execute the vulnerable code path.
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[CVE-2023-26045] NodeBB Code Execution Vulnerability 

But how do I upload the js file?

Using the features that allow files/attachments sharing



Reverse the CVEs:
Learn & Earn



Any questions?





Thank you!


