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Why Stripe?

Beyond Ambassador World Cup
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Each customer account in Magento 
has each customer object in Stripe

Each payment method is linked with 
each customer object





#1: Customer Takeover





Customer Takeover





Patch: Validates if the pm_ID is owned by the customer



Payment ID Unguessable?

Before: It had a pattern and was guessable

Now: They have made the ID longer and unguessable



#2: Bypass Payment



Bypass Payment

Let’s Prestashop!



Bypass Payment



Bypass Payment

Hardcore digging through the payment flow and source code

No leads whatsoever!



Bypass Payment

Interesting?



Bypass Payment

No context on where it’s being used



Bypass Payment



Bypass Payment



Bypass Payment

Express checkout



Bypass Payment



Bypass Payment

Connecting the dots

Let’s take a look the requests:



Bypass Payment

Calculates the shipping price for a product

Responds back the price value for processing



Bypass Payment

Match & Replace FTW



Bypass Payment
Before vs After



Bypass Payment



Bypass Payment

Accepted any amount as long as 
the payment was valid



Bypass Payment

Patched by adding strict check on express 
element



#3: Fake Payment



Fake Payment

Express checkout



Fake Payment



Fake Payment

How does intent work?



Fake Payment

Create an order but 
marked as “incomplete”:



Fake Payment
Normal case:



Fake Payment
Prestashop has a feature that notifies the admin if more/less is paid



Fake Payment
Normal case:

What if we play around with intent amount?



Fake Payment
Normal case:

Edge case:



Fake Payment

You paid more!?

50



Fake Payment



Fake Payment



Attacker gets free product + extra money!

Fake Payment

Shop owner: You paid more, so please take this order as 
well as the extra money you paid.



#4: Credit Card Heist



What did it take to find this bug?



Credit Card Heist
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Credit Card Heist

Key parameters:

● payment_method
● client_context[customer]
● key
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Credit Card Heist

Key parameters:

●  payment_method Guessable
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Credit Card Heist

Key parameters:

●  payment_method Guessable
●  client_context[customer] Not needed
●  ??? key ???



Credit Card Heist

Everywhere you see this, you get the key! 



Credit Card Heist

Key parameters:

●  payment_method Guessable
●  client_context[customer] Not needed
●  key Public identifier for merchants



Credit Card Heist



Credit Card Heist

Patch:



Misc: Low Hanging Fruits



Closing Thoughts

● Complexity = Bugs

● Look for less-known attack surface

● Do bug bounty in easy mode



Thank you!
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