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TL;DR

Monitor the WordPress open-source repository 
for vulnerable code pushes



$whoami

Vulnerability Researcher @Patchstack

Bug Bounty Hunter

@dhakal_ananda
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WordPress Ecosystem



WordPress Ecosystem

● WordPress Core

● WordPress Plugins

● WordPress Themes

Everything is hosted in the WordPress SVN 
repository



Everything goes into WordPress SVN



WordPress SVN

A centralised version control system for 
managing core, plugins and themes

TL;DR: Git for WordPress ecosystem



WordPress SVN





Changesets:

- Have numeric values

- Incremented for each 
release

Changeset no: 1337 Changeset no: 1338 Changeset no: 1339



Changeset no: 1337 Changeset no: 1338 Changeset no: 1339



Let’s grab all the changeset 
and scan them as soon as 
they are pushed! Changeset no: 1337 Changeset no: 1338 Changeset no: 1339



Tool Architecture Overview



Flow of the Tool

Dangerous 
Functions

Threading Magic



Track SVN Changes

● Store the last processed SVN changeset 
number locally

● Compare it with the latest revision



Track SVN Changes

Latest revisionSaved revision

Plugin slug



Check Each SVN Revision

For each revision:

● Extract the plugin slug



Check Each SVN Revision

For each revision:

● Extract the plugin slug

● Get active installations count



Check Each SVN Revision

For each revision:

● Extract the plugin slug

● Get active installations count

● Only proceed forward with 5k+ active 
installations (for efficiency)



Track SVN Revision Changes

For each changed file inside the revision:

● Skip /tags, /branches, /assets
○ Only focus on /trunk which is the 

main branch for the latest code

● Only process .php files



Observe Changeset in SVN Revision

For each changeset:

● Open the changeset file



Observe Changeset in SVN Revision

For each changeset:

● Open the changeset file

● Only process added lines i.e, lines starting 
with “+”



Observe Changeset in SVN Revision
Check lines starting with “+” only:



Observe Changeset in SVN Revision

For each changeset:

● Open the changeset file

● Only process added lines i.e, lines starting 
with “+”

● Search for WP and PHP sensitive functions



Observe Changeset in SVN Revision

Search for WP and PHP sensitive functions



Observe Changeset in SVN Revision

For each changeset:

● Open the changeset file

● Only process added lines i.e, lines starting with “+”

● Search for WP and PHP sensitive functions

● If matches, get the changeset link and trigger 
slack webhook



Findings in the Wild



#1 Account Takeover



Account Takeover

Code Push: April 02, 2025 06:48 AM

Slack Alert: April 03, 2025 05:39 PM



Account Takeover



Unauth hook



Unauth hook

Subscriber accessible



Takes the ID from user and logs in



Account Takeover



#2 PHP Object Injection



PHP Object Injection



PHP Object Injection

CVE-2025-32145: Patch changelog



PHP Object Injection

Once upon a time…

Code Push: July 10, 2025 08:12 AM

Slack Alert: July 10, 2025 08:45 AM



PHP Object Injection
Commented part got removed:



PHP Object Injection

Re-introduced



PHP Object Injection



#3 Arbitrary File Upload



Arbitrary File Upload

Code Push: March 21, 2025 04:27 AM

Slack Alert: April 03, 2025 01:46 PM



Arbitrary File Upload



Arbitrary File Upload

‘edit_posts’ permission = 
contributor user



Arbitrary File Upload

added code

‘edit_posts’ permission = 
contributor user



Arbitrary File Upload



#4 Arbitrary Plugin Installation



Arbitrary Plugin Installation

Code Push: Jan 10, 2025 09:22 AM

Slack Alert: Jan 10, 2025 09:45 AM



Arbitrary Plugin Installation

subscriber+ user can 
access



Arbitrary Plugin Installation



Arbitrary Plugin Installation

But what’s the problem with that?



Arbitrary Plugin Installation

● A lot of abandoned plugins

● A lot of plugins closed for security 
reasons

● Not accessible from wordpress.org 
but exists in the SVN repo

http://wordpress.org


#5 Unauth Account Takeover



Unauth Account Takeover

Code Push: April 22, 2025 08:51 AM

Slack Alert: April 22, 2025 09:00 AM



Unauth Account Takeover



Unauth Account Takeover



Unauth Account Takeover

Hunting down the $user_id



Unauth Account Takeover

Full article:

patchstack.com/articles/unpatched-account-takeover-in-payu-commercepro/



Epic Fails



Patches and Patches!
Exciting?



Patches and Patches!



Patches and Patches!
Not only new vulns, but we saw a lot of patches in the changelog too!



Found-and-patched
Checking this after a week of backlog



Found-and-patched
Vulnerable to CSRF [truncate logs]:



Found-and-patched

Checking the latest changelog:



Found-and-patched



Problems with the approach?

● A lot of false-positives

● Limited keywords for the scan



What next?

● Implement a SAST tool?

● SAST + AI to filter results?



Thank you!


